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What the C-Suite needs to know 
about the strategic value of a 
comprehensive security program 
William S. Marcisz, JD, CPP, CHPA 

The author provides the con-
text that can help your admin-
istration understand the logic 
behind the design of your secu-
rity program. 

(William S. Marcisz, JD, CPP, CHPA, is Presi-
dent and Chief Consultant at Strategic Security 
Management Consulting, Inc., based in Apop-
ka, FL. He is an expert in hospital and work-
place violence security. He has 40 years of 
healthcare and legal experience and has as-
sessed, developed, and implemented security 
and workplace violence programs in organiza-
tions ranging from small, rural hospitals to 
large, complex, multi-regional healthcare sys-
tems. He is a member of IAHSS. Reach him at 
William.Marcisz@SSMCSecurity.com.) 

During the past 20 years, 
hospital and healthcare se-

curity programs have become 
more sophisticated and complex, 
primarily as a result of three 
drivers. First, security in health-
care is now highly regulated. 
Regulatory and accreditation 
agencies such as the National 
Fire Protection Agency (NFPA), 
the Centers for Medicare and 
Medicaid Services (CMS), and 
The Joint Commission, have cre-
ated specific standards for how 
hospitals provide security and 
address workplace violence. 
Second, healthcare experiences 
a higher rate of workplace vio-
lence than any other industry. Fi-
nally, there are few true stand-
alone hospitals left in the Unit-
ed States. Most hospitals are part 
of a healthcare system, which 
can range from large national 
enterprises with hundreds of 
hospitals and over 1,000 ambu-
latory care sites to small, one- or 
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two-hospital, organizations. 
Even small stand-alone hospitals 
have developed a network of lo-
cal ambulatory care sites in their 
community. 

To meet these challenges, 
healthcare security has evolved 
and become very professional. 
In medium-to-large healthcare 
systems, the senior security po-
sitions have evolved from secu-
rity directors to vice presidents 
or chief security officers. Some 
command salaries in the 
$300,000–$500,000 range. 

In working with healthcare fa-
cilities, I have seen that the or-
ganization’s leadership is some-
times unaware of the ways the 
healthcare security field has 
changed to meet these challeng-
es and of the strategic value of 
developing a comprehensive 
healthcare security program to 
ensure that regulations are met 
and top-quality security is pro-
vided. In this article, I outline 
some of the information that I 
share with these leaders, in the 
hope that it will be useful in your 
own efforts to gain support for 
your programs.
OVERALL PROGRAM 
DESIGN TODAY 

Following the lead of large 

corporations, many healthcare 
security programs now use some 
variation of what may be consid-
ered a corporate security busi-
ness model. Efficient hospital se-
curity programs are now de-
signed around the following 
components: operations, com-
munications, training, investiga-
tions, and physical security and 
technology. Other areas and 
business concepts from corpo-
rate security programs are also 
being deployed in healthcare se-
curity programs. These include 
enterprise risk management 
(ESRM), business continuity, 
crisis management, global secu-
rity operations centers (GSOCs), 
threat analysis, and executive 
protection. And why not? Health-
care systems are merely corpo-
rations, with the only difference 
being that instead of protecting 
office buildings, manufacturing 
plants, or a network of commer-
cial businesses, healthcare secu-
rity professionals are tasked with 
providing security to a network 
of hospitals and care sites. 

What differentiates healthcare 
security from corporate security 
is the need to address the high 
rate of workplace violence oc-
curring at hospitals and the need 
for a large operations division (a 
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boots-on-the-ground uniformed 
security force). Corporate secu-
rity programs tend to be built 
around investigations, threat 
management, and physical secu-
rity—with operations, commu-
nications, and training viewed 
as support divisions. In health-
care security, by contrast, the fo-
cus of security administration is 
the operations division. The re-
maining divisions (physical se-
curity, training, communica-
tions, and investigations) tend to 
be developed internally to sup-
port the operations division (see 
the figure). 

The dynamic in healthcare 
systems, particularly where hos-
pital administrations have a high 
degree of autonomy, is that there 
is some level of competition for 
organizational, or “system,” re-
sources. Although the totality of 

the security program is consid-
ered a shared resource, the op-
erations aspect of healthcare se-
curity in multi-hospital systems 
tends to be resourced locally at 
the hospital level, particularly 
when those sites are spread 
across a large geographic area. 
Many healthcare systems are 
finding that it makes sense for 
the remaining shared services 
functions of the security pro-
gram (training, technology, com-
munications, and investigations) 
to be administered at the system 
level, because these areas tend 
to require a higher level of sub-
ject matter expertise than the lo-
cal hospital’s security manager 
can provide for a site. 

The system-based, shared se-
curity services model is of great 
benefit to the smaller hospitals 
in a system, because if they were 
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a stand-alone facility, they could 
not resource a physical security 
professional, an investigator, a 
training manager, and a securi-
ty operations center (SOC). 
When all the hospitals in a sys-
tem pool resources, they can en-
joy the benefit of having these 
subject matter experts available 
when needed.

Often, the difference between 
a good healthcare security pro-
gram and one that is beset with 
challenges is an organizational 
understanding of security’s role 
and that a minimal investment 
in security can create a return on 
investment or produce intangi-
ble value. A hospital’s adminis-
tration can, at times, present a 
barrier to the development of the 
organization’s security program 
if it does not understand the ben-
efit of the security operation or 
if the security leadership has dif-

ficulty explaining how a modern 
healthcare security program can 
be of value to the organization.
CONCEPTUALIZING THE 
SECURITY PROGRAM

A good way to explain the dy-
namics of an organizational se-
curity program is to break down 
the substance of the security 
program into two categories: 
“overt security” and “covert se-
curity.” Both are required in a 
healthcare security program 
(The sidebar “Two Security Pro-
gram Categories,” lists the ele-
ments in each category.) 
Overt Security

 Overt security  refers to the tan-
gible and “seen” layers of a se-
curity program. In the context of 
a well-thought-out defense strat-
egy, overt security measures can 
provide effective deterrence and 
response. Overt security mea-

Two Security Program Categories
Overt Security
Security Force Presence
Security Vehicles
Metal Detectors
Defensive Weapons (TASERs
K-9’s
Security Technology (CCTV, Duress)
Visitor Management
Body Cameras
Lighting
Physical Barriers

Covert Security
Policies & Processes
Training & Education
Liability Avoidance/Risk Mitigation
Investigative Support
Threat Management
Analytics/Artificial Intelligence
Crime/Loss Prevention
Drug Diversion Prevention 
Brand Protection
Business Continuity

http://www.IAHSS.org/Journal


 JOURNAL OF HEALTHCARE PROTECTION MANAGEMENT  91 

Volume 39, Number 1, 2023 

sures tend to be those that can 
create a perception of safety.

Overt security measures are 
the easiest to gain resourcing 
for, but be aware that there is a 
downside to implementation if 
they are adopted in the absence 
of a clear strategic purpose for 
these measures and an under-
standing of how they fit into a 
multilayered security manage-
ment plan.

Overt security measures 
should be implemented only 
when a security assessment in-
dicates they are needed. They 
should not be implemented as a 
knee-jerk reaction to an adverse 
incident or to quell employee 
perceptions of safety issues. 
This is because overt security 
measures are generally the cost-
liest in terms of implementation 
and sustainment. Although overt 
security measures can have val-
ue, their value does not always 
justify the cost of implementa-
tion, particularly if they create 
an unnecessary recurring annu-
al expense. 

In addition, overt security ini-
tiatives and practices can create 
unnecessary and unwarranted 
risk in some situations, as when 
introducing a security K-9 pro-
gram at a site where there is lit-

tle security risk. If you are try-
ing to “make a splash” or take a 
shortcut to placate an unfound-
ed perception of inadequate se-
curity or safety, you may well 
find that you have introduced a 
layer of security that adds noth-
ing except added risk and un-
necessary expense.

Finally, the implementation of 
an overt security measure can 
needlessly create liability expo-
sure if a decision is later made 
to remove the measure (owing 
to it being unnecessary or not 
cost-effective) and an adverse 
incident occurs afterward. The 
plaintiff can use the implemen-
tation of the ultimately removed 
security measure as a basis to es-
tablish foreseeability that the en-
vironment was unsafe (other-
wise, why would the hospital 
need the elevated security mea-
sure?). If the decision to remove 
the security measure was based 
on eliminating cost, this motiva-
tion compounds the difficulty of 
defending the hospital’s position 
in a negligent-security claim. 
Covert Security

 Covert security  is strategic 
and action oriented. Unlike overt 
security measures, covert mea-
sures can provide a discernable 
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return on investment and quan-
tifiable value add. The difficul-
ty of getting resources for the 
covert aspect of the security pro-
gram is that people who are not 
security professions think of se-
curity in terms of optics, where-
as a strategic security profes-
sional is more process focused. 
Strategic security management 
professionals merge the various 
overt and covert security con-
cepts to design a multilayered 
security program that is a best fit 
for their organization.

Hospitals require a multilay-
ered approach using both overt 
and covert security strategies. 

The rationale for the overall 
plans that security leaders de-
sign will, of course, depend a 
great deal on knowledge of reg-
ulations and standards, yet I find 
that administrators and even 
some security directors—espe-
cially those who who are tran-
sitioning from law enforce-
ment—sometimes are not as 
well versed in the regulatory de-
mands and best practices as they 
should be. For instance, in some 
cases, security directors who 
were formerly in law enforce-
ment and had done a good job 
in many regards in the develop-
ment of the hospital’s security 

program did not take healthcare 
regulations, or their organiza-
tion’s culture and mission, com-
passion, and empathy into con-
sideration in establishing their 
programs. Some had not heard 
of the NFPA or did not know 
that the CMS forbids the use of 
handcuffs as restraints. In cases 
like these, I provide the infor-
mation that follows. 
UNDERSTANDING THE 
BROADER CONTEXT 

A hospital security depart-
ment cannot operate in a vacu-
um. The emerging standards and 
practices in healthcare security 
I alluded to earlier favor a mul-
tidisciplinary approach to pro-
viding a safe environment. A 
healthcare organization is best 
served if the security department 
is aligned with current hospital-
based practices and guidelines. 
As an example, the trend toward 
employing a multidisciplinary 
approach to workplace violence 
prevention is now a Joint Com-
mission requirement (see LD. 
03.01.01 EP 9) [1].

The evolution of healthcare 
security has been driven to a 
great extent by an increase in 
workplace violence and a need 
to standardize strategies, prac-
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tices, and technologies that have 
been developed to prevent and 
respond to the ongoing epidem-
ic of workplace violence. 

Several regulatory agencies 
with healthcare industry over-
sight have stepped in and creat-
ed standards, requirements, and 
guidelines centering on hospital 
security and workplace violence 
prevention. In addition to the 
CMS, TJC, and NFPA, these in-
clude Det Norske Veritas (DNV), 
and the U.S. Occupational Safe-
ty and Health Administration 
(OSHA), as well as many state-
level agencies. 

In addition, healthcare trade 
associations such as the Emer-
gency Nurses Association 
(ENA), the American Society 
for Healthcare Risk Manage-
ment (ASHRM), the American 
College of Healthcare Execu-
tives (ACHE), the American 
Hospital Association (AHA), 
and the American Society for 
Healthcare Engineering (ASHE) 
have all weighed in on best prac-
tices for healthcare security and 
workplace violence prevention 
in healthcare. 

What is more, the American 
Society for Industrial Security 
(ASIS) has partnered with the 
Society of Human Resource 

Management (SHRM) to create 
formal standards on workplace 
violence prevention and threat 
management. 

In working with clients, I rou-
tinely urge them to join the 
IAHSS, which, as readers of this 
journal know, is dedicated to 
formally and informally sharing 
information about compliance 
and best practices and advanc-
ing the field’s professionalism. I 
inform clients that IAHSS has 
partnered and collaborated with 
several other professional 
healthcare industry trade orga-
nizations and has developed 
dozens of healthcare security 
guidelines and best practices us-
ing a multidisciplinary approach. 
Considering that IAHSS is part-
nering with other hospital trade 
organizations (such as those list-
ed above) and that those trade 
organizations look to IAHSS to 
provide best practices for health-
care security, it makes sense for 
a hospital security team to be 
aligned with IAHSS guidelines. 
This alignment will help to po-
sition the team well for when a 
stakeholder leader from human 
resources, risk management, or 
the administration seeks advice 
on how best to provide security 
in certain areas of the hospital.
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IAHSS guidelines provide se-
curity solutions and the frame-
work for security program de-
velopment. Membership in the 
organization also provides the 
added benefit of enabling mem-
bers to network and develop re-
lationships with other hospital 
security directors and managers, 
who can offer feedback about 
what may or may not work in re-
lation to procedures, equipment, 
technology solutions, and other 
aspects of how best to provide 
security in a hospital. Borrow-
ing a catch phrase from the New 
York State Lottery, “You’ve got-
ta be in it, to win it.” 
CLOSING COMMENT

Healthcare security has come 
very far very quickly in response 
to changes in the delivery of 
healthcare services. Staying 
ahead of the curve requires a 

strategic approach and planning 
to align your security program 
to the healthcare system’s busi-
ness plan. More importantly, to 
get to their destination, savvy se-
curity directors must know how 
to communicate the value of se-
curity to an administration that 
may not understand the value or 
strategic importance of security 
in the organization. I hope this 
article has been a helpful in as-
sisting you to educate your or-
ganization’s leadership about 
what healthcare security is and 
how it can be employed to not 
only create a safer environment 
in care facilities but to also con-
tribute to increasing business ef-
ficiencies and reducing risk.
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