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Introduction

It took an I'TV broadcast dramatization, Mr Bates vs.
the Post Office, for the PO Horizon affair to gain
enough public outrage to get the attention of the UK
government to do something, fast, to rectify the dam-
age caused to many hundreds of PO Sub-Postmasters
and Postmistresses, and their families, arising from
private prosecutions brought by the Post Office, sus-
tained over twenty years, 1999-2019, prosecutions
that wrongfully relied on the evidence of the faulty
Horizon computer system — described as the ‘greatest
ever miscarriage of British justice’.

The trials of those falsely accused by the Post Office
were conducted on the legal presumption that com-
puter-generated evidence should be treated as com-
pletely trustworthy, unless the defence could explicitly
prove that it was faulty. This was the crucial, but
wrong-headed, forensic foundation of the whole sorry
20-year PO Horizon travesty of justice.

But how did this happen? My 1980s VERDICT &
APPEAL studies for HM Treasury, bringing in the
admissibility of computer evidence in court (PACE
1984), was later mangled by the Law Commission into
its 1999 ‘legal presumption of the reliability of com-
puter evidence’, without which the PO would never
have so easily bamboozled the courts into ignoring the
Horizon system bugs. That ‘presumption’, and,

equally, the lack of Legal Aid funding to enable De-
fendants to engage expert witnesses on their behalf, to
insist on disclosure of, and thus be able to challenge
and rebut, the Horizon evidence against them, is at
the very heart and foundation of the whole tragic
Horizon affair. (Back in 1999-2000, I myself was ap-
proached to be expert witness on behalf of one of the
first Sub-Postmistress Defendants, but Legal Aid fund-
ing to appoint me could not be obtained. Had I ac-
tually been engaged, with adequate budget for
investigation, I am pretty sure that I would have dis-
covered the Horizon bugs, and revealed that a pros-
ecution based on such a faulty system would clearly
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have been unsafe —and perhaps then the whole sorry
twenty-year saga could have been avoided).

As importantly, in my VERDICT & APPEAL studies
for HM Treasury, which, following my recommenda-
tions, brought in the admissibility of computer evi-
dence in court (before that it risked being treated only
as ‘hearsay’ evidence), I had also made clear that “A
trial that seeks to rely on computer evidence must first
be a trial of that computer evidence” but this equally
significant rider was later ignored by the Law Com-
mission. The Horizon tragedy now graphically re-
veals the truth of my recommendation, and corrective
change is now well overdue — the infamous wrong-
headed ‘presumption of reliability’ must go, and now.
We have a group of I'T savvy experts and lawyers who
do not intend to stop until we get that erroneous 'legal
presumption of the reliability of computer evidence’
repealed.

Meanwhile, everyone needs to be aware that there is
the real and present danger of ‘future Horizons” out
there. More Horizon-like fiascos could for sure be
brewing, since complex I'T systems always have bugs
and the whole economy, and government, has become
more and more reliant on such interconnected sys-
tems, on an unquestioning ‘computer says no’ basis.
This article briefly sets out the Professional ICT Ex-
pert way to try to identify and avoid such ‘future Hori-
zons’, based on established principles of resolutely
seeking and obtaining full disclosure of all computer
evidence relevant to the case, plus expert challenges to
the forensically unsound reliance on a ‘computer
evidence is always trustworthy’ presumption.

Avoiding ‘Future Horizon’ IT Disasters

From an experienced expert witness perspective, the
profiles of many, if not all, I'T software and systems
project and implementation disasters exhibit almost
exactly the same sort of issues as featured in the PO
Horizon matter. As set out in my 2006 Cutter Con-
sortium Executive Report, the critical issue is whether
or not there are software material defects in the sys-
tems(s) on whose evidence the case relies: it is there-
fore vital for independent expert witnesses to have
disclosed all relevant system details, and the associated
digital evidence to be adduced, so that appropriate
specialist examination and rebuttal of such computer
evidence may be pursued in good order.

So the principal forensic process is quite simple: as
noted earlier, ‘A trial that seeks to rely on computer
evidence must first be a trial of that computer evi-
dence’. This disclosure and probing of the computer
evidence happens routinely in Civil actions, where the
parties privately pay experts on both sides to exam-
ine carefully all digital evidence disclosed, and the
skilled forensic I'T professionals appointed as expert
witnesses diligently assess whether or not there are in-
deed software material defects.

However, in Criminal prosecutions, there is very often
a denial of sufficient access to and employment of in-
dependent expert witnesses on behalf of the Defen-
dant, since the UK Legal Aid system is simply not

funded adequately and therefore not ft for purpose
in regard to this vital I'T expert resource, essential for
the proper and fair administration and delivery of
justice.

Whether there may arise the possibility of a Civil
action, or a Criminal prosecution, involving and rely-
ing on computer evidence, for your company, organ-
isation, government department, firm, association, or
other institution it would be advisable and sensible to
try to avoid any Horizon-like disaster coming to your
door or brewing unnoticed within.

So, here are three essential steps for companies,
organisations, and their lawyers, designed and
targeted to provide that timely avoidance:

Step 1. Engage asap an experienced independent
skilled and experienced forensic ICT expert profes-
sional to carry out a Litigation-Sensitivity Audit of
your planned or ongoing mission-critical public-fac-
ing IT systems projects. Ideally, this should be at the
initial conception or ideas stage, but the earlier into
any such anticipated or actual software and systems
project lifecycle this is done, the better.

Step 2. Scope, Resource and Empower this engage-
ment to allow the independent forensic ICT expert
professional to:

* Have full access to your software, systems, project
management documentation, records, logs, data, re-
sults and people involved. This should include both
internal staff and that of any contractors, at all levels.

* Examine in detail your full software development
project details: the requirements specification, design
documentation, coding development records and
workings, and systems testing data, results and logs.

* Assess the research and records of any marketing
feedback, ‘satisfaction survey data’, complaints, Help
Desk Ticket logs etc available from the users (or antic-
ipated users) of your company’s existing and planned
systems.

* Report direct (and interactively) to your C-level
executive team the findings, conclusions and recom-
mendations of the Litigation-Sensitivity Audit.

Step 3. Commit to and Resource a Meaningful and
Effective Board Level Response to the presentation of
the analyses, findings and recommendations given in
the Litigation-Sensitivity Audit produced by the inde-
pendent forensic ICT expert professional to:

* Identify and scale the risks and likelihoods of serious
consequences to employees, users and the public at
large in or arising from the definition, design, con-
struction, testing, user-training, deployment, opera-
tion and governance of your planned or ongoing
mission-critical public-facing I'T systems projects.

* Put in place effective monitoring of those systems to
allow you to have timely oversight and trouble-shoot-
ing of any such potential serious consequences, before
they escalate.
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Conclusion

Following these three steps, involving engagement of
an experienced independent skilled and experienced
forensic ICT expert professional to carry out a Litiga-
tion-Sensitivity Audit, should provide a workable dy-
namic framework to be able to identify, and avoid,
your planned or ongoing mission-critical public-fac-
ing I'T systems projects developing into potential ‘Fu-
ture Horizon’ I'T Disasters. If these steps are not
followed, there is a chance that you may move sud-
denly to the ‘Disaster Step’, where perhaps a television
dramatization, similar to Mr Bates vs. the Post Office,
this time reveals that it is your company that, for years,
has been culpably operating computer systems caus-
ing serious life-changing financial and other conse-
quences to employees, users and/or the public at large.
And however that revelation may pan out, you can
‘reliably presume’ that the experience will not be a
pleasant one.
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