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Rick Albee, CEO of DataChasers, Inc., is aformer police lieutenant with 29 years of service, including four
years as the Operations Lieutenant of the detective division, where he supervised all major crime
investigations. Heisan |.A.C.I.S. gradwate, a P.O.S.T. Command College graduate, and has earned a Masters
Degree in Public Administration from the University of Southern California. He is the recipient of the
department’ s highest accolade, The Medal of Vaor, aswell as the State of California Attorney General’s
Certificate For Valor.

Mr. Albee maintains professional memberships in the Bar Association (Riverside County, CA); IACIS (The
International Association of Computer Investigative Specialists); HTCC (High Technology Crime
Consortium); HTCIA (High Technology Crime Investigators Association); 1811 (the federal investigators
exchange of information service); CFID (Computer Forensic Investigators Digest); ASIS (The American
Society for Industrial Security); PIHRA (Professionals in Human Resources Association); CALI (California
Association of Licensed Investigators); FEWA (Forensic Expert Witness Association of California); SDFCA
(San Diego Forensic Consultant Associations), ACFS (Association of Certified Fraud Specialists), et a.

He has served as Specia Master to federal court and as an expert witness in several jurisdictions. He has
lectured domestically and internationally on computer forensics, and authored numerous articles. His array of
clients includes private parties, small businesses, public agencies, Fortune 500 corporations, and several major
clients from the motion picture industry.

DataChasers® maintains a state-of-the-art computer laboratory staffed by fully trained experts in the computer
field. Mr. Albee' s company specializes in electronic and forensic computer data discovery and media
examination for al DOS and Windows™ operating systems. His services provide restoration of hidden,
deleted, lost or trashed files; data recovery and imaging (including text files, graphical images, e-mail, and
URL’s), and audit and evaluation of evidence. The service targets discovery of hidden and/or deleted files
through byte-by-byte, sector-level examination of hard drives or floppies, and analysis of slack and
unallocated disk space.

The latest software components are used to facilitate the most complete conmputer examination available.
These are the same adherents utilized by the FBI, U.S. Customs, U.S. Attorney’s offices, forensic computer
laboratories, and other federal, state, and local public agencies nationwide. Examinations are offered at
optional levels, tailoring the scope of the inquiry to the client’s needs.

Rick makes it a point to be available for questions and assistance to colleagues, and welcomes your inquiries.
He can be reached by telephone at 951-780-7892, by fax at 951-780-9199, through e- mail:
Rick@DataChasers.com or through his web site: www.DataChasers.com.

NOTE: Designation as an expert witness or other Section 2034 purposes requires a signed and funded
DataChasers® Attorney’s Retainer Agreement or Service Agreement. Counsel is liable for any usage and is
subject to DataChasers® standard Fee Schedule.
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Certlflcatlons
IACIS Certified Forensic Computer Examiner.
IACIS Certified Forensic Computer Examiner Program Coach/Trainer.
IACIS Certified Electronic Evidence Collection Specialist.
IACIS Advanced Seizure and Processing of DOS & Windows OS Certification.
IACIS Advanced Forensic Network Essentials Certificate.
IACIS Advanced Unix Training Certificate.
HTCN Advanced Certification, Computer Crime Investigator.
HTCN Advanced Certification, Computer Forensic Technician.
ACFS Certified Fraud Specidist.

Education:
Masters of Public Administration, University of Southern California
Bachelor of Science, Police Adminigtration, Cdifornia State University.
P.O.S.T. Command College, et d.

L aw Enforcement Background; Computer Forensics Case Experience:

Twenty-nine years with the Riverside, Cdifornia, Police Department, including nine years as a Lieutenant (four of
which was in charge of the detective divison, including al magor crimes and computer-crime related investigations). Also, |
have given expert witness testimony in several jurisdictions.

My experience with computer forensics runs the gamut from individual PCs to magor corporations (references
available), and includes every level and scope of examination. | have consulted to both public and private organizations, and
maintain a complete computer forensics laboratory. | have extensive litigation experience as an expert witness, and Specid
Madgter to Federd Court. For additional infarmation, please see our website: www.DataChasers.com.

Professional Affiliations/M ember ships:
ACFS (Association of Certified Fraud Specidists),
ASIS (American Society for Industrial Security),
BAR ASSOCIATION, Riverside County, California,
CALI (Cdifornia Association of Licensed Investigators),
FEWA (Forensic Expert Witness Association) of California, Board Member (State & Local),
FCA (Forensic Consultants Association), Orange and San Diego Counties.
HTCC (High Technology Crime Consortium),
HTCIA (High Technology Crime Investigation Association),
HTCN (High Technology Crime Network),
IACIS (International Association of Computer Investigative Specialists),
PIHRA (Professionals In Human Resources Association),
SCHIA (Southern California Fraud Investigators Association), et al.

This curriculum vitae is directed to issues concerned with the forensic examination of computers. Please feel
free to contact me for additional information and/or a complete résumé.
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COMPUTER SEIZURE AND SHIPPING PROTOCOL

Shipping address:
DATACHASERS INC.
ATTN: Rick ALBEE
6993 RANDWICK ROAD
RIVERSIDE, CA 92506

Seizing a Computer el Protecting Evidence:

It is of paramount importance that no data be altered on the computer when taking it into custody for an
eventual forensic computer examination. To this end, the following guidelines are offered as a general
process, however, computer configurations vary widely and if there is any doubt in the procedure you should
contact DataChasers® or consult with a certified forensic computer expert...it is always best to error on the
side of caution.

1. Regardless of how you decide to proceed afterwards, please do not hesitate to contact DataChasers®
for advice; the seizure processiis critical to your evidence.

2. If thecomputer isOFF, leaveit OFF. Do not turn it on, which will cause it to boot. The boot process
alone destroys data and alters date codes.

3. If thecomputer isON, leaveit ON until you have followed the below (#4 & 5) instructions, or you
have talked to a DataChasers® representative, who will talk you through the procedure.

4. If adesktop (tower) computer is ON, and it is a stand-alone with a Windows OS (Operating System),
or it is a desktop Windows OS connected to a LAN using Windows networking, do not shut down the
compuer by the normal “turn off” command; rather, unplug the power cord from the back of the
computer. Yes, thiswill crash the computer, but pulling the plug will not harm it. It will preserve data
that may be essentia to the examination.

5. If alaptop computer is ON, call DataChasers® for further instructions.

6. Do not allow the computer to be turned on, imaged, examined, or accessed in any way. Thisis
important! By preserving the integrity of the computer data you will greatly aid the forensic
examination process.

7. ldentify who the computer user is, and how you know this to be so.

8. Maintain adocumented chain of custody—very important!

9. Contact DataChasers® if any situation does not exactly conform to these circumstances.

10. Y ou may need to ship the computer or the hard drive/s. If so, please follow the packing instructions

that you will be given. Packaging is important as some materials conduct static electricity, which is
potentially destructive to data. And always ship the AC power supply with a laptop computer.

Shipping Protocol
Shipping computers is a common occurrence. There is little reason for concern, as long as certain guidelines
are adhered to.



* SELECTING A CARRIER: Selecting a carrier depends on your specific needs and the circumstances. E.g., both
FedEx and UPS offer good service, but one's pickup, or overnight service may be quicker than the other. Use
areputable carrier or courier. Always put additional shipping labels under a flap or inside the box.

* PACKING M ATERIAL: Static electricity is not you friend. Do not pack HDDs (hard drives) in Styrofoam or
Styrofoam peanuts or similar material that holds static electricity. Use bubble-type wrap or medium density
foam packing. Do not use shredded paper—it compacts.

* HARD DRIVE SHIPPING: Do not use packing material that holds static electricity. Ship HDDs in an anti-static
bag, completely surrounded by about two inches of a suitable packing material. Carriers frequently have boxes
available at no cost. Most carriers do not charge by the size of box, only by the weight, so use a large enough
box to accommodate sufficient packing material... It isalways best to error on the side of caution. Never
ship aHDD in an envelope—NEVER!

* LAPTOP COMPUTER SHIPPING: Do not use packing materia that holds static electricity. Two to three inches
of suitable packing material, completely surrounding the laptop, should be sufficient. Use a sturdy enough box
to protect the equipment, and sufficient packaging tape to make sure it is secure. Always ship the AC power
supply with alaptop computer.

* TOWER COMPUTER SHIPPING: Do not use packing material that holds static electricity. Depending on the
type and weight of the computer, five to six inches of suitable packing material, completely surrounding the
computer, is not too much, and may not be enough. Use a very sturdy box, and sufficient packaging tape to

make sure it is secure.

Rule of thumb: The heavier the item you are shipping, the more packing materia is required to protect it.

Free shipping (and return) of hard drives for examination:

Many of our clients prefer to ship the media to DataChasers® for imaging and examination. DataChasers® is
pleased to provide free packing materials and shipping for the delivery and return of all HDD (hard drive)
media once a basic Agreement is entered into. Please contact us for additional information.

(©1999-2005 DataChasers’ Inc., rev. 031104)
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THE FOLLOWING SCHEDULE APPLIES TO ALL ACCOUNTS AND SERVICES

1. ALL SERVICESARE CONTINGENT ON A SIGNED SERVICE AGREEMENT AND ADVANCED RETAINER. Theretainer is based upon
the quoted hourly rate, presumes the accuracy of the client’s description of the specified computer system and the requested
scope of the examination and will be sufficient to fund that examination and any probable expenses.

2. BASIC FEE SCHEDULE, PER ALLOCATED HOUR (all categories are sans extenuating circumstances):

a) Forensic Computer Examinations, Base Fee $250
b) Hard Drive imaging (copying) with compression, image verification, and backup to DVD: Up to 80GB = $850; cost for
larger hard drivesis based on the quoted hourly rate, per hour.

¢) Servers, generally (imaging, extraction and processing) $290 to $500 (software critical)

d) Selected non-profit organizations (15% discount)

€) Consultant Services (computer forensics, training, security, et al) $300

f) Datarecovery (computer crash recovery) $100 triage, then quoted cost given
g) Driving time reductions and Travel Considerations See #4 below

h) If extenuating circumstances exist (see #3 below) Variable: $280 to $400 (sans servers)

i) Expert Witness testimony (includes any court related presence, appearance, depositions, or testimony) is $350.00 per
hour, four(4)-hour minimum each day, paid prior to or upon arrival, plus expenses/travel.

j) Professional courtroom presentations/graphics (see #7 below) $290

3. EXTENUATING CIRCUMSTANCES include but are not limited to the type of case; extended responsibility (e.g., Special Master,
etc.); working conditions (e.g., poor environment; hours, weekends/holidays/late-night); rush orders; specialized forensic
services required; and other anomalies or extraordinary circumstances. Extenuating circumstances for Serversis POR.

4. DRIVING TIME AND TRAVEL Considerations:

a) Travel (driving time) over .8 hour (48 minutes) each way is halved (e.g., one hour travel is billed as half-an-hour).

b) Mileage is $0.45/mile, rounded to closest 10-miles; meal s per-diem is $50.00/day or portion thereof.

c) All air travel is no less than Business Class rates unless otherwise agreed upon.

5. RETAINER FOR A STANDARD LEVEL EXAM is generally $2,500.00/hard drive, sans extenuating circumstances; may be adjusted

to accommodate specific requirements; and must be funded prior to depletion, asno serviceisrendered in arrears.
ATTORNEY RETAINER ONLY—requiring no other services (see form) is generally $500.00; NOTE: Designation as expert (in
any capacity) requires an Attorney’ s Retainer Agreement or Service Agreement being in effect.

6. ACCOUNT BILLING FACTORS:

a) All billing isdone in tenth of an hour increments, or portion thereof; six minutes equals one-tenth (.1) of an hour. Once
commenced, afour (4) hour minimum is applied to all examinations/services; including any service requiring
preparation and/or travel that is cancelled within 24 hours of the scheduled departure/service.

b) A two-tenth (.2) minimum may be applied to each communication (tel ephone/e-mail/etc.).

¢) A written report is generally two (2) hours minimum (e.g., forensic exam, deposition analysis, etc.).

d) Analysis/review of written reports/documents/depositions, etc., is three (3) minutes/page minimum.

€) Hourly charges and applicable expenses are the all ocated hours/expenses per examiner.

f) Remuneration is based on a combination/accumulation of examination time and computer run-time.

g) The client may receive an account statement on request, and understands that no service isrendered in arrears.

h) The client will be advised if anything alters the anticipated retainer (e.g., atypical hardware, software, unanticipated

requirements made by client, or other changes that increase the original estimate).

7. PROFESSIONAL COURTROOM DISPLAY presentations created to accommodate the specific needs of each individual case; to

effectively, and simply, explain the methodology of computer forensicsto ajury with no computer knowledge.

8. CASES ARE ASSIGNED ON A FIRST-COM E-FIRST-SERVED BASIS; rush orders are an extenuating circumstance.

9. REGARDING STORAGE, RETENTION, AND DISPOSITION of Client’ s data/media/property (items), and/or work product/s:

a) Beyond ninety (90) days after DataChasers last (most recent) services rendered or the settlement of DataChasers
invoice, whichever date comesfirst, all items shall be subject to a $50.00/ item monthly retention/storage charge.

b) Beyond one-hundred and twenty (120) days after DataChasers last (mo st recent) services rendered and Client’ s account
still having an unpaid balance, all items shall be considered abandoned and shall be disposed of as DataChasers® sees
fit and DataChasers® is under no obligation to give prior notice to Client.



1U. RETURNED BANK I TEMS: ClIent will be charged a minimum or $5U.0U, Of an amount up To ana INncluaing the tegal 1imit 1or
any and all returned bank items, regardless of the reason the funds did not clear the bank.
11. DATA CHASERS® RESERVESTHE RIGHT TO REFUSE SERVICEtO anyone, or any entity, for any or no reason.

(©1999-2005 DataChasers® Inc., 05-0629)



