Recent Developments
in Nationwide Security

Standards:

The General Security Risk Assessment Guideline

he need for narionwide  securicy

stanelards and guidelines has never

beett more pronounced than i the
walke of the Scprember 11, 2001 wrrorist
attacks. Public awareness of sccurity
meisurces is high, whether during air
travel, at concerts or sporting ovents, or
on visits o office buildings or shopping
malls. The average cliven Is incecasingly
congerned about the quality of scourity
programs wad services provided by private
industry 10 the consumer. "This arcicle
cxplains the 1mportapce of security
standards and guidelines and deseribe one
set of guidelines, ASLS Inwernational’s
recentdy published Ceneral Seaurity Risk
Assessment Guideline,

I Listoricadly, the private sceurity industry
has been poorly regulated.  Prequendy,
such regulation has only tuken the form
of limited state stnuees thar set fordh
heensing  requirements —and  on rare
occisions, minimum training standards
for contract security agencies or so-called
puard companics, Proprictary security
staffe—individuals whe are the digeer
employees of, for example, 1 hocel, shopping,
cenner, o office building— craditonally
have not been regulated by states ar
municipalities,

Since the carly 19705, when the Conpic
Francis rape case against 1 motel 0 NMow
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York received widespread publicity, there
has been a mudritude of cvil licgation
alleging  inadequate  sccurnity  againse
privately vwned businesses. With many
verdicts of mare than one million dollars
and ncreased public awareness ol this
alternative remedy for vicrims of oime,
business owners have become motivared
to improve the quality of their sccurity
services 1o guens, tenanis, visitors, and
employees. Unforianately, with o dearth
of standards guiding property  owners
on how much or whar type of seonrity 10
privide, many of them failed o tike the
appropriate steps o properly analyze
che risks of crime associated with ther
businesscs. As a4 consequence, these
businesses have fuiled to provide adequate
protection for the public despite their
|«:g‘.‘tl. dury to do so.

Afler cthirty years of clalms agains
property owners for poor seurity,
public ourery {or nanonwide security
standards requiring some minimal
rcasures (o prevent crime would seem
inevitable, In fact, during that dory-year
period, only a handful of rechnical
standards were developed by such
stundard-seuting orpanizations as rhe
American Narienal Standards Instioare
(ANSD) and the American Society lor
Testing Mutcriais (ASTM),
lowever, these sandards typically have
been limited o technical
as locks, fending, sale construcdon, or
lightirys [evels, There were o standards
or puidelines for the management of
seontity seevices or the wse of security
devices in any given application. This
mueans thae the landlord of an urban
aparrment building or the  general
manager of a downtown hotel would not
he able to refer w oa wricten standard
regirding what type of locks should be

an d

iems such

installed on sliding plass doors. The
lability of the motel in the Connie
Francis case was predicaed on the poor
quality Jouks that were provided for the
singer. $he was raped in her room by an
unknown intrader wha gained access via
a defective locking. device on a shiding

s[ass door,
4
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As recentdy as the carly 1990s, there
wae still opposicion by three major
indastrics w the development of any
type of security standard or guideling,
The apartmenr, hotel, and shopping-
center through  their
l'(_'.'s}?(_'(_tiv(_' lr:lq'(' gl'(!ll[].‘i, I-(]ll’-;]]: i
effore by ASTM 1w develop mimmom
guidelines for sccurity measures in all
types of privately owned businesses open
to the poblic. A dhoec-year effore e

ill(]Ll.‘il]'it'?H.

develop the guiduﬁm'ﬁ dissolved  with
threats to the nor-profit ASTM thal
it was working outside its charter,
Although ic is doubdful thar there was
any charter violation, the organization
could notafToed the cost of litigation and
(_'(1115('.(1114:111(|y disbanded the commirtee.

In late 2000 and (‘!;H'Iy 2001, che
MNational Tire Assocttion
(NITDA)Y, another x[;lndalrd-m!lling
organization, made public its intentions
ro start the process of writing national
seanrity standards, owever, NITA was
a hre-prevention-oricnted  organizacion
whivh had no justifiable business
entering the domain of the security
imdustry. [n February of 2001, this
author wrowe an ardcle calling, upon
the private security indusery, through
its largest professional  associarion
ASIS Toternational (Tormerly called
the American Socicty for Industrial
Scourity)— o start the progess urwril:ing
national standards and guidelines for all
aspuets of security,

Protection

ASI5 Commission on Guidelines

I August of 2001, one month before
the tragic events of September 11, the
ASIS Commission on Guidelines was
established, The twelve members of che
Commission are appointed by the
ASIS president and serve indelinicely.
They represent a wide varicty of inerests
anvel induseries, including academry,
information technolopy, and  private-
contract services, Dunng the carly stages
of the Commission’s work, i decided that
its Initial product would be i the form
of guidelines Gaind nor sandards per i)
to allow for the rapid development
of useful muaterials for private industry,
The Comunission hax heen in the process
of obraining ANST cerrification as »
consensus standard-setting organization,
Formal standards will come Laer.

Standards or Guidelines?
I'he difference between a
and a puideline is to some degree o
mater of semantics, and yet, there are
distingtions. A standard usually relers to
an adopted standard of practice for the
construction, design, use, or application
of a product or service. For example,
there are national srandards for the
manufacturing of certain types of locking
devices. An adoped srandard usually
goes through o time-consiuning consen-
sus scrting process where all interested
parties have input on the content. Words
such as “shall” are
frequently  used.
Standards can beand
are often adopred by

standard

municipalities in
codes or ordinances,
such as a building
code,
Cruidelines
generally less restrice-
tive than srandards,
using languape such
as It I recom-
mended” or Ycourses
of acdon  may
include.” By defini-
tion, puidelines are

arg

meant o provide

guidance o the end user—the private
business awner or manager - who
needs help in idenifying oprions that
may be available for & corwin ype of
application.

The legal implications of a standard
versus a guideline are somewhat blurry.
While o stundard s dt'v('[(':pcd QVer a
langer period of tme and goes through
4 more rigorous process, the affec
in the courteoom of invoking standurds
or guiqlclinux iv not likely to be very
different. For ihe plaindft who s
introducing a guideling, the objective iy
tor show 2 jury that there was a business
practice that, arguably, the defendanr
company should have followed i this
case. The alleged failure 1o adhere
tor that praciice or guideline becomes
evidence of negligence in most jurisdic-
tions,

Why Have Security Standards?

At least two views have emerped on
wherher standards or goidelines chat
atempr ro regulate the sceurity of
privare  organizations should  be
;ul()p(‘cd. The more conserviaiive vicw is
that ne srandards or guidelines can be
written e (it all creumstances. The
“une-size-docs-noc-tic-all”  argoment
has Been made numerous times, includ-
ing during the carly 1990s ASTM
efTort, However, this argumenc s rmos-
leading, Tt fails 1o recognize that many
efforts can be undertaken by any size
organization 1o improve the quality of
Ity security progranm.

The more progressive view  on
standards development ix that chey are
necessary to ensure a lhigher level of
professionalism within the security
induscry and to render a0 more
conyistent approach to the provision of
SCCUTItY MEasiics in any privie-sector
application, Security standurds or
guidelines can be written to apply in
any given setting or circimstingees, 4
fact which is well illuscrated by the
“CGeneral Security  Risk  Assessment
Cuideline” written by dhe ASIS
Tnternational Guidehnes Commission
and approved on November 13, 2002,



General Security Risk
Assessment Guideline

The General Security Risk Assessment
Guideline way written by the memibers
of the Guidelines Commission over a
one-year period starting in the falf
of 2001, The Commission recognrized
thar the best starding peine for the
development of security stundards and
pracrices wis with a prictice guide that
addressed che most basic of ssuey for
privine industry. The obvious place to
giart was by developing o standardized
approach (o conducring sccurity  risk
asscssent. Repardless of the application
or the budness or organization type,
there s w0 longerecopnized, logical
method of analyring security risks and
identifying the oprions thar are available
to manage sceuriy-reluted  problems,
The ticneral Sccurity Risk Assessment
Cuideline weeks 1o ouding this method.
Che Guaideline ts avatlable free on-line at
wrna, dsisonting oFg.)

The Guideline describes tiself as being
“applicable in any enviropment where
people and/or assets are ae risk for a seeu-
viry-related ncident or event that may

result In human death, injury. or loss of

an asset,” ke phrase "2 securhy-relased
incident or event” is not himited 1o
cominal autivity, B also includes natural
disasrers, war, and other acrivities that
could result in a loss of lile or property.

The Guideline s a "seven step process
that creates a methodology for security
professionals by which security risks aca
specific: location can be identified and
communicated, along with approprizre
,t.'ulul_io,n}'.'_” (I( also im:ludcs (_]Lfﬁl‘l.'lti()l'l."i‘ a
How chart, appendices, and a bibliography.)
The Guidelines seven-sicp framework
for conducting o security risk assessment
is broken Jown as Tollows:

Understand the Organization
and Tdentify the People and Assets
at Risk

The first objective for a security practi-
tioner in che risk-assessmaonr progess Is to
understand the nature ol the organiza-
tion being evaloared, including ity
peculiarities, business purpose, methods
of uperating, and corporute goals, In
addition. the nature of the assets and the

type of prople at sisk are essential preces
of informarion in a proper risk
assesment, The Guidelings appendices
include two sections: o qualitacive
approach o risk assessmend and a quant-
wative approach, In the first appendix—
which addresses the qualittive approach
that will be deseribed further o this
article—-there are numerows cxamples
used 1o illustrare such issucs as what
COMALIULES AN the type
of “people” that the practitioner should
consider when making the assesment.

n n
assol or

Specefy Loss Risk Evenrs/ Vielnernbilities

The Guideline defines rvisks or threars
as “those incidents likely co occur at a site,
cither due to o history of such evenrts or
circumsiances i the local environment,
They can also be based on the intrinsic
value of assets housed or prosent ar a
faciliry or event.” For clarification of this
definition. the reader can again reter 10
the appendices. For example, the concept
of “loss rigk” events includes poior crimes
ar the site or in the immediate vicinicy
and crimes that may be common e thar
type of industry (2., rabheries in conve-
nience sLores or hurglm'ics in apaniment
communities). Less sk ovents are not
just crime or security-relared problems.
They alse include non-critninal evenrs

as buamare-made or natseal disasiers

\'\'lf(:ll
such as storms, power outages, and labor
disputes,

Establish the Probability of Lass Risk
Events and Frequency of Events

In esrablishing the probability of loss,
one should consider such factors as prior
incidents, trends, warnings, ane chreaes.
"I'he probability is not based on mathernar
ical certainty, bue simply a considerarion of
the Tikelihood chat an event will oceur,
lased on historical dia, evenes at similar
establishments, and so forth. For mstance,
it iy well known within the industry thas
convenicnoe stores ane rfargets for armed
roblicry, This iy primarily becuuse thoy are
cash businesses, often are open cwenty-louar
hours a day, frequently have only one
clerk, and commoniy are located at muijor
intersections where there are mare escape
routes for the eriminal, The securiy
practitioner would ke chis Minherene risk”
o account when assessing the prolability
ol future roltheries e similar ewablish-
ments and would provide the appropriate
rt:.ctm\lucndntiﬂnx.

Determine the Impact of the Fvents
"The impact of an event reless to hinangial,



psychological, and orher relued  costs
incwrred by an orgaization. “Other
relarcd coss™ iy oo be so obvious, 'The
appendix deseribes 2 number of jssues
risen by cermin loss events, such as
negative media coverige, poor consumer
perception, the inability to obtain insur-
ance coverage (e, in the wake of the
recen terrorist attacks), or poor employecs
morate which affects worker productivity,

Develop Oprions ro Mitigute Risks
Iis understood and accepred within
the security induscey thae one cannot
chminaee all risls or prevent all losses,
Frequently, however, there may be several
options or security solutions that can be
applicd 10 the same set of facrars.
Lxamples of security solutions include
staffling, security cquipment (eg, card
access  systems,  closed-cireuin
aamenas, alarms, lighting, and locks),
trunsterring the {inancial risk of loss

relevision

throush insurance coverauge, indemnifica-
tion agreements with security service
providers, and a number of creative
approaches o addeess a problem., Securicy
solutions ofien invelve o compromise
ariging, out of the long-standing conflicr
berween  security and  “convenience.”
Convenience i the arpument that “we
have abways been doing it that way and @
wouldn't be convenienr to change the way
we: operate.” The cample of Toring
employees to use a single entrance (o
HI ﬁl(.'!“ty to enhance dogess control
illuserares the problem.

Stuely the Feasibility of
Implementation of Options

The questions are whether the security
messuies available are teasible foran orpa-
nization and whether the measures would

i ) o R N afinlalalr . - s

substantially interfere with the orpaniza-
ton's eperation. It they do substandially
interfere, the security measures may
not be pracrical. As an absurd example,
if a renil swore had severe shoplifting
problems, one posstble “solution” would
be 1o simply lock the doors of the store,
l['l (.l!!in.;_: h(“l, l]“,f .‘i]l()]_‘l[”'tcr."_i W()ll!(l l'ﬂ_‘.
].'Jl'CVL‘I'llCLl rr(”:“ H[g‘.l.“ng th(_" l]]cr&:l]il”(]i.&ic.
OF course, leginimare shoppers would
-J.]ﬁ'v'.] l‘]l" Ijr{'vfll‘(‘(i ["]'(_JI'I‘I I_]l[r(,llu"i]lg lll(_'
merchandise and the store would go our
ol busingess, The “solution” here would
obviously substancially incerfere wich che
OpUTAtion.

Pﬁr:/&rrm o C'ost/Bc'm_'ﬁf Armb/ﬂ'_\'
Security measures should be propor-
tional to che risks against which they are
desipned w protece The fmpact of a loss
that involves the demb ot injury of
people can be substindal inoa variety of
ways —{ram the obvious emotional costs
w the eeonemic harm caused by the loss
of key employees, On the other hand,
somc property losses are more hearable
than others and as such, (he security
praciiioner would he expected  to
compire the cost of the various options
against the cost of the Joss, While many
people would ingist thar no cost is o
great 1o save a human life, most would
also concede thae it makes no sense w
spend $100,.000 on seeutity equipment

to pravent the loss of $1,000 dollars
(}I‘]’rl’)[)urly.

Conclusion

The wmethodoelogy found in che
General Security  Risk  Asscssment
Guideline is not new. Rescarch con-
ducied by this author over dhe lasc several
years has revealed similar approaches ina
number of publications, ranging, from
basic sceurity texts o Leparument of
Justice puidelines on assessing security
risks in federal buildings. Several of these
publicarions arc ¢iwed in the bibliography
provided in the Guideline.

The Tundamental quesiion s wha
benefits from  the development af
security standards and guidelines? The
answer, Niest andd loremost, 15 the public.
We all benelit, Private organizations have
incentives to minimize their losses,
and now, more than cver, the public is
conceraed abour security and  having,
safer places w live, work, and spend their
free rime. Uldimately, security standards
will help casure that these mouedly
inclusive goals are achieved,
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